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Introduction to ISO 
27002 and friends

Martin Dolphin
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Agenda

• History of ISO and timeline

• Overview of ISO 27000 Series 

• What is an ISMS

• Overview of the 27001 & 27002 
standards

• Q&A
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Information security impacts

Resulting information security incidents can cause:  

• Disruption to organizational routines and processes

• Direct financial losses through information theft and fraud, Loss of 
privacy

• Reputational damage causing brand devaluation, Decrease in 
shareholder value

• Loss of confidence in IT

• Expenditure on information security assest and data damaged, 
stolen, corrupted or lost in incidents   

• Loss of competitive advantage

• Reduced profitability  

• Injury or loss of life if safety-critical systems fail 
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Information Security Components

� Privacy and Confidentiality:
protecting sensitive information from 
unauthorized disclosure

� Integrity: safeguarding the accuracy 
and completeness of information/data

� Availability: ensuring that 
information and associated services 
are available to users when required

ConfidentialityIntegrity

Availability

“ Information is anasset which, like other important business assets, hasvalue

to an organization and consequently needs to besuitably protected.”
- ISO  17799

“ Information is anasset which, like other important business assets, hasvalue

to an organization and consequently needs to besuitably protected.”
- ISO  17799
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Objectives of measuring security

So what are the objectives of measuring security? 

• To show ongoing improvement  

• To show compliance 

• To justify any future expenditure 

• To identify where implemented controls are not 
effective in meeting their objectives  

• To provide confidence to interested parties that 
implemented controls are effective 
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History of ISO 27000 - Timeline
1992

The Department of Trade and Industry (DTI), which is part of the UK 
Government, publish a 'Code of Practice for Information Security 
Management ' 

1995
This document is amended and re-published by the British Standards Institute 
(BSI) in 1995 as BS7799

1999
The first major revision of BS7799 was published. This included many major 
enhancements

Accreditation and certification schemes are launched. LRQA and BSI are the 
first certification bodies

2000
In December, BS7799 is again re-published, this time as a fast tracked ISO 
standard. It becomes ISO 17799 (or more formally, ISO/IEC 17799)

Source: http://www.pc-history.org/17799.htm
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History of ISO 2700- Timeline
2002

A second part to the standard is published: BS7799-2. This is an Information 
Security Management Specification, rather than a code of practice. It begins 
the process of alignment with other management standards such as ISO 9000

2005
A new version of ISO 17799 is published. This includes two new sections, and 
closer alignment with BS7799-2 processes

ISO 27001/ ISO 27002  is published, replacing BS7799-2, which is withdrawn. 
This is a specification for an ISMS (information security management system), 
which aligns with ISO 17799 and is compatible with ISO 9001 and ISO 14001 

2005+ 
The framework keeps evolving

Source: http://www.pc-history.org/17799.htm
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ISO 27000 Family - Published

ISO 27000 – Specifies the principles, concepts and 
theory of the 27000 series (published 09)

ISO 27001 - the certification requirements against 
which ISMS may be certified (published 05) 

ISO 27002 - the Code of practice  (published 05)

ISO 27004 – IS Management metric (published  08) 

ISO 27005 – Risk Management (published  08) 

ISO 27006 - Certification/registration process 
(published 07) 
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ISO 27000 Family - Pending

ISO 27003 - Proposed ISMS implementation guide 

ISO 27007 - a guideline for auditing information security 
management systems 

ISO 27008 – Guidance for auditors

ISO 27010 – Guideline for inter-sector communication

ISO 27011 - Guideline for telecommunications in information 
security management system 

ISO 27013 – Guideline on jointly implementing ISO 20000-1 
and ISO 27001

ISO 27014 – Information Security Governance
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ISO 27000 Family – Sector 
Specific (draft or proposed)
SO 27015 – ISMS for Financial and insurance

ISO 27031 – BCP

ISO 27032 – Guideline for cybersecurity

ISO 27033 – Network Security 

ISO 27034 – Application Security 

ISO 27035 – Incident Management

ISO 27036 – Outsourcing 

ISO 27037 – Maintaining digital evidence

ISO 27799 – guidance on implementing ISO 27002 in the 
healthcare industry 
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ISO 27000 Family 

Source: ISO/IEC 27000 Standard
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ISO 27001 Standard
What is it?
ISO 27001 – Information Security Management Systems – Requirements:

• A standard specification for Information Security Management Systems 
(ISMS). This is the process by which Senior Management can control their 
security, minimizing the residual business risk and ensuring that security 
continues to fulfill corporate, customer and legal requirements

• The means an organization is certified to a quality system of implementing 
best practice security controls

• Organized around a “Plan-Do-Check-Act” cycle for ensuring continuous 
review and improvement

• Aligned with ISO 9000 and 14000

ISO 27001 is NOT:

• Prescriptive in the procedures to follow to ensure compliance (that is, it 
tells you the “What”, but not the “How”)
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ISO 27001 Structure

• ISO 27001 is divided into two parts

– Information Security Management System 
requirements clauses

• Framework

• Responsibility

• Audits/ Review

• Improvements

– Annex A – Control objectives and controls
• 39 Control Objectives

• 133 Controls 
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Components of a ISMS

• General

– Records of key management decisions 

– Information security policy set 

– Information security policy or policies Information 
security procedures 

– Controls documentation 

– Risk assessment methods 

– Risk assessment reports 

– Risk treatment plan 

– Information security metrics 

– Statement of Applicability
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Components of a ISMS

• Document control procedures 

• Records control procedures 

• Security awareness, training and 
education records 

• Internal ISMS audit plans and procedures 

• Management review of the ISMS

• Corrective action procedures 

• Preventive action procedures 
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Plan-Do-Check-Act   PDCA
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ISO 27001Documentation

Procedure

Work Instructions,
checklists, 

forms, etc.

Records

Security Manual

Management framework
policies relating to

ISO 27001

Level 2

Level 3

Level 4

Level 1 Policy, 
scope risk 

assessment,
SoA

Describes processes – who, 
what, when, where

Describes how tasks and specific activities are 
done

Provides objective evidence of compliance to 
ISMS requirements
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ISO 27001 Benefits

• Information Security corporate 
governance

• Market differentiation

• Effectiveness improvements

• Focused staff responsibilities  

• Better awareness of security
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ISO 27001

ISO 27001 certification usually involves 
a three-stage audit process:

Stage 1 is a "table top" review  

Stage 2 is a detailed, in-depth audit 

Stage 3 is a follow-up reassessment 
audit 

Defined in ISO 27006

20Source: ISO27001security.com
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ISO 27002
ISO 27002 provides best practice recommendations on IS security management 

systems (ISMS)

The standard contains the following twelve main sections:

• Risk Assessment – determining asset vulnerability

• Security Policy - management direction 

• Organization of Information Security - governance of information security 

• Asset Management - inventory and classification of information assets 

• Human Resources Security - security aspects for employees joining, 
moving and leaving an organization 

• Physical and Environmental Security - protection of the computer facilities 
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ISO 27002

ISO 27002 provides best practice recommendations on IS security 
management systems (ISMS) 

• Communications and Operations Management - management of technical 
security controls 

• Access Control - restriction of access rights to networks, systems, 
applications, functions and data 

• Information Systems Acquisition, development and maintenance - building 
security into applications 

• Information Security Incident Management - anticipating and responding 
appropriately to security breaches 

• Business Continuity Management - protecting, maintaining and recovering 
business-critical processes and systems 

• Compliance - ensuring conformance with information security policies, 
standards, laws and regulations 
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ISO 27002

Within each section, information security controls and their 
objectives are specified and outlined  

Specific controls are not mandated since:

• Information security risk assessment process may 
determine that the controls are not applicable

• Industry-specific implementation guidance for ISO 
27001 and 27002 are planned for several sectors 

24Source http://www.iso27001security.com/html/27002.html#39controlObjectives
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Questions and Wrapup

• Thanks for coming!
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Resources
http://www.iso.org/iso/home.htm

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html

http://en.wikipedia.org/wiki/ISO_27000

http://www.iso27001security.com/

http://www.praxiom.com/27001.htm

http://www.pc-history.org/17799.htm

http://www.berr.gov.uk/whatwedo/sectors/infosec/infosecadvice/
legislationpolicystandards/securitystandards/isoiec27002/page33370.html

http://www.oispp.ca.gov/government/documents/pdf/Info_Sec_Program_Guide_F
inal_Oct07.pdf

http://www.27000-toolkit.com/ ($$$)


